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Secure Element (SE) Device Integration:
Strategy
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Compliance is key to avoid issues in the field

Provide different levels of security services

Simplify access to SEs in connected devices

Embedded SE (eSE) or integrated SE (iSE)

Extensions are required to connect the SE with the 

IoT device

User 
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From Card format to Embedded SE to Integrated SE
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Embedded SE

From ISO 7816-3 to I2C and SPI

This specification provides a bridge between APDU 

command/response standard model of SE and SPI/I2C. 

This specification describes how APDUs (as defined in

[7816-3]) may be conveyed over these alternative 

physical interfaces.

This new protocol allows transferring longer payloads 

and is meant to adapt to the specific features of the

underlying physical interfaces.

As I2C and SPI protocols have high transfer speed and 

are easy to implement, many devices on IoT only 

implement I2C or SPI interface without UART interface.
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New Link with the Device

SPI I2C

SPI interface is only used for half-duplex communication. 

The Hosting Device (HD) acts as master, the Secure 

Element (SE) acts as the slave
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Technologies for Integrated Secure Element

• Open Firmware Loader for Tamper 

Resistant Elements (OFL)

– standardizes how secure element (SE) 

firmware – combining the secure operating 

system (OS), applications and data – can be 

remotely loaded and managed.

• Virtual Primary Platform (VPP)

– defines clear responsibility boundaries 

between HW and SE firmware, and 

standardizes the interfaces and the behavior 

of the Tamper Resistant Element (TRE).
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OFL - SE Firmware Management Solution: 
An Overview

OFL
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Virtual Primary Platform (VPP) = 4 Documents

integrated SE

API
executable image 

VIRTUAL PRIMARY PLATFORM

Application Application

High Level OS

Low Level OS

Hardware

Services

loadable image

VPP Firmware Format

OFL

Baseband

OFL

Agent
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VPP Network Protocol

VNP Extension for OFL

Memory and Interface Virtualisation

Concepts and 

Interfaces Network Protocol 
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Network Protocol 

Extension for the Open 

Firmware Loader
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GlobalPlatform Open Firmware 

Loader and Virtual Primary 

Platform are already referenced 

in the new ETSI Smart Secure 

Platform (SSP)

Already Integrated in the Next-Gen SIM

The three specifications cover the general technical characteristics of the Smart Secure Platform with ETSI 

TS 103 666-1, the integration of the Secure Element into a System on Chip (SoC) solution in ETSI TS 103 666-2

and, as the first protocol between the Smart Secure Platform and the outside world, the Serial Peripheral Interface 

(SPI) which is specified in ETSI TS 103 713.

https://www.etsi.org/deliver/etsi_ts/103600_103699/10366601/15.00.00_60/ts_10366601v150000p.pdf
https://www.etsi.org/deliver/etsi_ts/103600_103699/10366602/15.00.00_60/ts_10366602v150000p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103713/15.00.00_60/ts_103713v150000p.pdf


Device Integration
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Device Trust Hierarchy
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GlobalPlatform Device Trust Architecture 
A Security Framework

• GlobalPlatform promotes a framework to create 
trustworthy devices based on secure components.

• It shows how GlobalPlatform's standardized secure 
component technology can be used to build a Chain 
of Trust which protects both devices and digital 
services.

• It does this by offering secure services, originating 
within the secure component’s Root of Trust, which 
can be used at each level of a Chain of Trust:

– the boot mechanism

– the device operating system (OS)

– the application layer

– the attestation services
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Securing a Digital Service with Trusted Platform Services (TPS)
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System 
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TPS Services on Secure Elements

• Secure Element has multiple options for applet 

distribution / update

– Pre-installed in SE on delivery

– “Push” install using one of the SCP from a TSM

– “Pull” install using SEMS / DSEM supports multiple 

distribution options (pull from SE vendor, pull from cloud, 

distribute with app updates…)

• OMAPI API provides standard mechanism for apps 

to communicate with SE

– Manages logical connections with multiple clients

– Provides some isolation so that only authorized device 

apps can communicate to applets

• GlobalPlatform will define standard interfaces for SE 

applets implementing TPS services

– Making solutions vendor agnostic – app developer only 

needs to know TPS API.
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Soon to be Available as Open Source

Starting on GitHub

• https://github.com/GlobalPlatfor

m/

• MIT license

• Based on CBOR, COSE and 

CDDL

The first uploads are:

rs_minicbor: a no_std implementation of CBOR in safe rust

rs_cddl: an early preview of CDDL tooling. Quite a bit of work needed 

to get to code generation, but parsing is complete.

https://github.com/GlobalPlatform/
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Trend One – Embedded Hardware Security  

NFC embedded 

Secure Element 

shipments are 

expected to reach 

473 million units 

among mobile 

devices by 2024.

35% of 

smartphones 

sold globally in 

H1 2020 had 

embedded 

hardware 

security.*

This is expected 

to increase to 

over 50% by 

2025.**

NFC eSEs are generally used for payment, 

couponing, transport, access control, 

ticketing…

* https://www.counterpointresearch.com/embedded-hardware-security-smartphones-h1-2020/

** https://www.counterpointresearch.com/podcast-50-percent-smartphones-embedded-hardware-security-2025/

https://www.bloomberg.com/press-releases/2020-06-16/thales-next-generation-single-chip-solution-embedded-in-samsung-s-latest-flagship-smartphone
https://www.counterpointresearch.com/embedded-hardware-security-smartphones-h1-2020/
https://www.counterpointresearch.com/podcast-50-percent-smartphones-embedded-hardware-security-2025/
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Trend Two – Biometric Authentication

By 2024, Mercator 

forecasts that 66% of 

smartphone owners will 

use biometrics for 

authentication.

In 2019 only 

27% of 

consumers 

used 

biometrics to 

authenticate…

SOURCE: https://www.thefacerecognitioncompany.com/news/the-future-of-face-recognition-technology

By 2020, 41% of phones were being unlocked with 

biometrics…

https://www.thefacerecognitioncompany.com/news/the-future-of-face-recognition-technology
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What Needs to be Solved - High level

Service provider Device Sensor End user

• More and more 

devices with 

different architecture

• Different types of 

biometrics

• Risk management 

• The quality of the 

authenticator

• Frictionless 

transaction

• Similar experience 

across devices

• More and more 

devices with different 

architecture

• Different types of 

biometrics
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Device application Secure Element Biometric system

Device applicationService provider SE application

What Needs to be Solved - Technical Level 
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Cardholder Verification 
The EMVCo View

CDCVM = Consumer Device Cardholder Verification Method
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We Need a Solution That Allows

The service provider The device manufacturer

to focus on risk 

management and 

integration of different 

types of biometric 

authentication

to focus on performances 

and integration of 

biometric authentication 

within the Secure Element
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• Payment applications located in the embedded SE of the 

smartphone require biometric Cardholder Verification.

• To simplify applet design, it is useful to centralize the 

management of Cardholder Verification methods offered by 

the device and provide a standardized interface to such 

information.

• This central application is the Broker Application, providing 

a Broker Interface to other applications.

GlobalPlatform Broker Interface
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Broker Application and Broker API

Application 1

Application 2

Application 3

Broker

Application

GlobalPlatform eSE

API

API

API

Authenticator

Application

REE or TEE

Bank #1

Service provider #2

Service provider #3

Device Manufacturer
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Contact Us

Membership:

membership@globalplatform.org

PR Contact:

globalplatform@iseepr.co.uk

Tel: +44 (0) 113 350 1922 

Questions:

secretariat@globalplatform.org 

Twitter

@GlobalPlatform_

YouTube

GlobalPlatformTV

YouKu

GlobalPlatform

GitHub

GlobalPlatform.GitHub.com

LinkedIn

GlobalPlatform

WeChat

GlobalPlatform China www.globalplatform.org

https://globalplatform.org/
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