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| High level overview
» What is Digital Identity?
» User Privacy and Personal Data Protection

| Recent Developments in Standardization space
» Enhanced Holder authentication, user consent, full user conftrol,...
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B What is identity?

| Identity is what is left invariant, persists over time.

- © Thales 2020 All rights reserved.
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B What is Identity?

“Which one of us is me?”

(photo cred: Individuality, The New Yorker June 2, 2014)

| The quadlities / characteristics that make them different from others.
» Those characteristics can be born with, assigned, acquired overtime.
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B What is Identity?

] ITU definition
» Arepresentation of an entity in the form of one or more attributes

Attributes 1

Q Attributes 2
—

Attributes n 0
e Attributes 3

a Name, Place of birth, date of birth

0 Height, weight, physical traits

/
O—

Biometric (FP, Iris, DNA)
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B What is Digital identity?

| The digital representation of an entity, detailed enough to make the individual
distinguishable within the digital context.

» Stored and exchanged with a remote entity electronically
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B What is Authentication?

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole orin
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| Authentication: Is the process of proving that entity possesses and controls

] Common authentication factors are based on what someone ...
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PIN Password Verified Smart Card Security Token Mobile Phone

Sequence
Source: McKinsey Global Institute analysis, these authentication factors are illustrative and not comprehensive
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J Credential: Binding of attributes to an entity

| An object or data structure that authoritatively binds an identity—via an
identifier or identifiers—and (optionally) additional atfributes, to at least one
authenticator possessed and controlled by a subscriber ... nisteoo-s3

Credential

0 Attribute 1

Attribute 2
. .0

Owns / Control

Authenticator

] Credential can be used to assert identity by a person
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B User Privacy and Personal Data Protection

] Privacy-and-security-by-design approach embodies a number of global
standards and principles

1990 PbD 2011 2014 elDAS
1948 UDHR OLeD ‘Privacy by ISO/IEC EU i 2021 €IDAS
Design’ 29100 Regulation :

- © Thales 2020 All rights reserved.

eUniversal *Fair *Built upon FIPS eCoined by Dr. *Standard *Electronic * Article 5 of *Self Sovereign *Harmonized

Declaration of  Information to create eight Ann Derived from Identification ~ GDPR on |dentity digital identity

Human Rights  Practices (FIPS) Fair Cavoukian, 7 existing and trust principles for principles for all EU

(UDHR) Information principles and  principles Services for processing citizens and

Practices 11 practices developed by electronic personal data legal entities,

countriesand  fransactions emphasizing
international full user control
organizations

Source: Privacy by Design, ISO/IEC 29100, and EU (2016).
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B Evolution of ID Documents

| Paper -> Phot ID -> Plastistic -> Electronic ID -> Mobile / Biometric

- ©Thales 2020 All rights reserved.

Source : NYTimes , Charles de Saint-Mémin's United States passport, June 30, 1810

ISO/IEC 7501 ISO/IEC 7816
Is%/llgcl:DJjC 'SAOAQE(;;?! ] ICAO Integrated ISO/IEC 14443 ISO/IEC ISO/IEC FDIS
i STgripe Machine Chip Card - Contactless 18013-5 mDL 23220 mID

readable Smart Cards

A - -
rRignda ol ™Y
2008 2011

(VJSIM support
Logical Channels

Interoperable
file format

[* New crypto 2 Edtions o String annotations
Mitare * Classic [* Global arrays

Contactiess  Updated crypto
Biometry

000 2090 © O
Source: Java Card Forum 25 Years of Java Card Evolution

THALES
REF XXXXXXXXXXXX rev xxx - date

Name of the company / template : 87211168-DOC-GRP-EN-005 BUIldIng a future we can all trust

* Sensitive arrays
[* Security assertions 10T Security
* Updated crypto e 5G
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B Identification & Authentication - Introduction : Landscape

| multi-factor authentication
» by-default authentication

h Trust List / register
Trust List, ID Provider, ledger,

» enhanced authentication , :
h blockchain, repository

* |ID Proofing,
* enrolment,
* on boarding

i

ISSUER

atfributes + auth proof Verifier Relying Party

e

—=< 3 categories of authentication
factors :

- Something you know

- Something you have

- Something you are

—
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¥ Main interfaces, with mdoc involvement

x Schematic topology

EgiE
g leos *©
_ o]
m QR Code
. Hardware abstracti

mdoc
Sa— % mﬂm

internet

Data Link layer

' Java Card VM
I

I
mdaoc verifier

Ellél DJDO t3»‘““3‘{‘

358 "6°9 paID 8INDSS

ISO/IEC 18013-5
ISO/IEC 23220-4

Vendor
specific
extension

fi

mdoc issuing authority
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B Interoperability foundation for Mobile Document 1SO|1EC
— IOpenID“ W5v®

| mDL versatility D

Specified by _
ISO/IEC 23220
series

mdoc elD App

interface
abstraction layer for:
* the secure areaq,

* the data structure,
* the data storage

* data security policy

EB Bluetooth

SMART

QR code (@)

WWW Aware

Specified by the
standard ]
ISO/IEC 18013-5

Secure messaging API call Data Element Transport over mobile
establishment serialization naming communication

: channels
+ convention
Privacy

Wallet kernel

‘--------_N
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B Reminder: Interoperability foundation for Mobile Document 1SO|(I1EC

— IOpenID“ W5v®
| mDL versadtility w\ w\ W\ m
- PID VRC mDL eHeakh

)
Specified by _ , N
ISO/IEC 23220 : ) ) ) ) ! i
series : !
B I
/'

EBBIuetooth

SMART

°R code (@)

WWW Aware

Specified by the

standard Secure messaging API call Data Element Transport over mobile

communication

ISO/IEC 18013-5 eSTOb“ihmem serialization Cgr?vrgir?ﬁgon nmunica

Privacy

Wallet kernel
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I Focus on mdoc data structure : docType(s) + namespace(s)

. . . Doclype e.g. mobileDL
] mdoc populated with variety of a’r’rrlw 0101801351 mDL —
/ /
value
mdoc mdoc ¢« mdoc 457 DocType i.e. mobileDL
| i.e. org.iso.18013.5.1.mDL

“PiD”
i

Namespace
i.e. org.iso.18013.5.1

\ N\
A\

Domestic namespace
e.g. 0rg.iso.18013.5.1.FR.ADM

o
s

Data Element(s)

MSO(s) (mobile
Y security objects)

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole orin
part or disclosed to a third party without the prior written consent of Thales - © Thales 2020 All rights reserved
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B Basic principles

] Distinguishing DeviceKey from Authentication Proof Key

| Authentication Proof Key and DeviceKey can be hosted in the same
container

Issuer policy logically differentiates the two types of
keys through its access rules (unlocking conditions

fiy
/ Issuer for digital signature onto Auth Proof)

Devicekey Auth Proof Key

@5} % Unlocked upon verifier's request

container

Unlocked with of without PIN, PWD, Bio,

etc. and with User consent

NOTE: if wished by the issuer,
Auth Proof Key(s) and
DeviceKey(s) can be subject
to same unlocking rules (i.e.
signature triggered in the
same way)
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B Basic principles
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asserts that
Document is
provisioned by

Issuer

DeviceKey

Triggereed with or without PIN,
PWD, Bio, etc. .
With User consent Container Container

1 2

device

part or disclosed to a third party without the prior written consent of Thales - © Thales 2020 All rights reserved.
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| Authentication Proof Key can as well be hosted in separate containers
» e.g. of containers: elD Card, SmartSD, eUICC, SIM, eSE, FIDO authenticator, PIV etc.

asserts that auth
factor was enrolled
by issuer for that
Document

Triggered upon

Verifier request

(Hknow, HHAve,
Hare, HAuth)

. AALES
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I Authentication at mdoc interface

. ] looking at authentication with mdoc semantic

| what are the requirements ?

> basically, verifier requests data element(s) from a dedicated namespace from
within an mdoc

» a set of data elements to trigger authentication
- « HAuUTh », « HAttest », « HAre Attest », « HHaveAttest », « HKnowAttest », ...
» authentication with either one of the 3 authentication factors, or a combination

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or
part or disclosed to a third party without the prior written consent of Thales - © Thales 2020 All rights reserv ed

thereof
> possibly returning an attestation d"*" Attestation (Proof)
user foe : .
device
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avthentication with

\ « something you are »n

avthentication with « something
you are » AND with « something
you have »

B Authentication at mdoc interface

| scenario examples

A\

by-default authentication

- ©Thales 2020 All rights reserved.

Attestation = Authentication proof
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B Authentication at mdoc interface

jurisdiction-dependent
authentication

-eidas_attest low" or
“eidas_attest sub” or
“eidas_attest_high”
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8 Example of possible flow

| may serve for QEAA and EAA

elDAS

- © Thales 2020 All rights reserved.

QTSP .
deliver QEAA Relying Party

request a service/resource

request a QEAA, Authenticafte to the Wallet

return the QEAA

: check QEAA metadata

request holder binding « eidas_attest_sub » and TSP recommendation

e.g. «—

DRIVER LICENSE

- |. | perform authentication
i return the proof of|authentication

grant access|to service/resource P check the proof
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