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As contactless payment & wearables transform society...

2.5tn usp Q5% 64bn usp

Of 2021 transactions were Purchases will be powered by Projected size of wearables tech
contactless eCommerce by 2040 @ market by 2024

... the threats to security are growing.

3.9M usp 50% 80"

Global total average cost of a data Businesses can lose half of Data breaches result from
breach in 2020 ¥ customers after a data breach ©®) compromised or weak credentials ©)

Gi ke+D . Sources: 1 www.juniperresearch.com. 2 ecommerce guide 2020. 3 www.globaldata.com. 4 Ponemon Institute Report 2020.
lesqc e+ eyrlent 5 Business Wire — PCI Pal Survey 2019. 6 Verizon Data Breach Investigation Report 2018 & 2019
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Challenges and Wearables as solution

Challenges

Ticketing
m Vendor Information BEE

Mobile Ticketing

Tracking

.

@ Shopping '
G Access Control

@ Online Authentication
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Contactless payment

Easy access

Fast login solution
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...the needs of people and businesses are changing too

Want seamless UX

Want to reduce complexity

v

()/(A Want privacy and personal data protection H @ Want to satisfy customers
loa
Need strong “invisible” security |]|:| Need strong solutions that scale
ol

! Anytime, anywhere, any device @ Full compliance with regulations
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Wearables Enablement Platform

Service Providers Token Service Providers Wearables

VISA @L_\_

Payment Issuer

. ¢ A\
A|r||neS }EF‘ Seslzr;te)elglgsndent
in wearable
Transit Rl
. AEHE Wearables
Enterprise Qlrrla Enablement ()
NFC
=%, Platform
Event Organizer
Retail { '/ g
Automotive @ )
- NFC
Device Mfr. gﬂ

Giesecke+Devrient
Creating Confidence JavaCard Forum | Wearables 11/16/2022



Reference Case SwatchPay

@ visa

mastercard

Token Service Providers

ol

* in planning

G+D Wearable
Enablement Platform

N
X NEC

e — (

SwatchPAY! App,
developed by G+D
in cooperation
with Swatch

Token Requestor Services &
Credential Mangement

Q

SwatchPAY! Box,
developed by G+D
in cooperation
with Swatch
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SWATCH
THE C?OLEST WAY TO PAY !

Source: https://www.swatch.com
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R
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https://www.swatch.com/

G+D Passive Wristband
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G+D Biometrics Key Fob

Physical Access Control Secure Authentication Mobile
[

One-touch de\lice
for physical actess

a Encryption/Signing

D

(@) 9 JEAQw4HDg

NFC
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£ 8 ! NatWest is testing payment FOBS — and
Source: customers don’t need their card or phone to use them

Helen Knapman, Digital Deputy Consumer Editor
4 Dec 2019, 0:01 | Updated: 3 Dec 2019, 18:11

Biometrics Payment Fob winning the Cards and Payment
Award 2021 in two categories — Best Design and Best
Payment Facility
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https://cardandpaymentsawards.com/

1. Mobile Payment Tokenization

Giesecke+Devrient
Creating Confidence

el have a card:
11111111 1111 1234

o Enter credit card
information onto app

g Use this token:
1222 E a2 2 0 & & & 3 56?8

QWEarahIe is assigned
generated token
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2. Mobile Payment Tokenization in action

2. Tokenization in action

o Pay with wearable token:
1122 whkkd whkhk Sﬁ?a
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Could this PAN 1111 1111 1111 1234
make the payment? Is there funds?

/@

1222 EEEH EAXT sﬁ?a Itemte tuken
=11111111 1111 1234 Service server

€)' this valid? Qe

1222 FhEEE FEwE Sﬁ?a
For amount: €20

@ Payment approved

eCan you process this? Payment €20

e You made this purchase with:

1111 1111 1111 1234
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FIDO Registration

Eank
John Smith

A CED
\ J

Registration portal of a FIDO enabled website  This your personal wristband. Ready to usel
(e.g. Bank website using a FIDO server).
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FIDO Authentication

#ank
John Smith

Eank
o
ol |4 =

e C y,

Login portal of a FIDO enabled website
(e.g. Bank website using a FIDO server).
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This your personal wristband.

Login to FIDO enabled
website complete.
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Application Issuance & Personalization on Wearables

Figure 4 - Pre-Issuance - ecosystem
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Figure 6 - Post-Issuance - ecosystem
N

Application Issuance & Personalization on Wearables

Application Services

Conmtrolling
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DSEM: Decentralized SE Management
Decentralized provisioning and management of
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How DSEM works in detail

2. Compute shared secrets
3. Generate SCP11 session keys from shared secrets
4, Generate APDU script using the SCP11 session keys
1. CA creates Application 5. Pack APDU script inte Mabile App
Pravider certificate 6, Upload Mabile App to App Store

CERT.OCE.ECKA
[PK.OCE.ECKA)

G}’ SK.OCE.ECKA
CA

CERTCAKLOCECDSA (g eSK.OCEECKA

{PE.CAKLOC ECDSA) lEfe|:r|(_(::.::|§_Em(.t\.
ysx.m_xmc_fcnm

Precandition: Millizns of 5Es are personalized
with the same PK.CA KLOC.ECDSA
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App Stare

7. Download of Mobile App by user

9. Mabile App executes
APDU script an SE

Mobile App

|8 &

@C

8. Installation of Makile App

L

\

13, Create APSD L/
APSD

4 Load Applet

11. Compute shared secrets
12. Generate S5CP11 session keys
from shared secrets

ISD/SSD

PH.CAKLOC ECDSA

WSK.SD.ECKA

10. Validate CERT.OCE.ECKA
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Thank
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