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Financial Industry

Majority of bank cards 
based on GP specs

Majority of credit cards 
based on GP specs

PoS

Identification & 
Trusted Signature

Health cards

Social security cards

Government 
Identification Cards

Enterprise 
Identifications

Passports

Many ePassports
based on GP specs

Mobile Industry

All SIMs are based on 
GP Technology

GSMA eSIM is based 
on GP technology

Most Android phones 
use GP TEE

Internet of Things

Connected TVs

Meter Gateways

Smart Meter

Smart Home Devices

Wearables

Automotive Industry

Digital Car Key

Infotainment systems

Digital Rights 
Management

Telematics

IPR Protection of 
ADAS

Migration to Software 
Defined Vehicles

GlobalPlatform specifications are publicly available for use on a royalty-free basis.

GlobalPlatform is THE standard for managing applications on secure chip technology:

• 60 billion+ Secure Elements shipped worldwide are based on GlobalPlatform specifications

• Over 15 billion GlobalPlatform-compliant Trusted Execution Environment in the market today 
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Our Members

Participant

Observer, Public Entity and Consultants

Full
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Collaboration is KEY

GlobalPlatform

AUTOSAR

ISO

CEN

ETSI

GSMA

GCF

ONeM2M

Trusted 
Computing 

Group

RISC-V

IoXt Alliance

SAE

Car 
Connectivity 
Consortium

Your Partner for 
CyberSecurity Standards

Our strong collaborative relationships across the 

world, from international standards organizations to 

regional industry bodies, are key to realizing our 

vision of:

• Fully open ecosystems that focus on 

interoperability

• Efficiently delivers innovative digital services 

• Across vertical markets

• Supporting different levels of security, while

• Providing privacy, simplicity, and convenience 

for the user.

GlobalPlatform has 34 Industry partners from 

around the world, integrating our specifications and 

services in their work.

https://globalplatform.wpengine.com/why-globalplatform/overview?utm_source=iseepr&utm_medium=Website&utm_campaign=Organisational
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GlobalPlatform Collaborative Partners
Automotive & Mobility Related
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Digital Car 
Key

Electrical 
Vehicle 

Charging

All eUICCs
(embedded 

Sims)

Key 
Management

Digital Rights 
Management / 

Media for Advanced 
Infotainment

Protecting High 
Value Assets such 

as ADAS

Key and Certificate 
management

Personal Data and 
Biometric

Secure Element
OVER 192 Million Connected Cars in 2023

Trusted Execution Environment
In Over 100 Million Vehicles as of 2023* 

192 Million Connected Cars in 2023 by Juniper Research 

https://www.juniperresearch.com/press/connected-vehicles-to-surpass-367-million-

globally#:~:text=Hampshire%2C%20UK%20–

%209th%20January%202023,from%20192%20million%20in%202023. 

*Confidential Source on Market Presence
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How will they manifest themselves?
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SAE/ISO 21434 and 24089

UN R155 / 156 AND 
ISO/SAE 21434 and 24089

CN CS Law GB
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Increased 
Cybersecurity 
Regulations in 
Automotive: 
Global Trend

UNECE 155 –
Cybersecurity 

Management Systems 
(CSMS)

UNECE  156 –
Software Update 

Management System 
(SUMS)

Right to Repair 
Regulation

Privacy - Regulations-
e.g. GDPR

National & EU 
Cybersecurity Acts

Post Quantum 
Cryptography

Radio Equipment 
Directive (RED) 

2014/53/EU
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UNECE 155 – Cybersecurity 
Management Systems (CSMS)

•Puts the onus of the cybersecurity 
certification process on the OEM.

•Demand that best practices are 
incorporated into the design of vehicles

•Demand vehicle manufacturers provide a 
reasoned argument as to the 
cybersecurity of their vehicles

•Require ongoing cybersecurity for 
vehicles throughout all stages of the 
vehicle’s lifecycle including post-
production

•Risk assessments for each type of vehicle

•Cyber ​​security audits for every type of 
vehicle

•Analysis of weak points during the entire 
development and production process

•Cyber ​​security monitoring and incident 
response to existing vehicle types

•Documentation of a cyber security 
management

UNECE  156 – Software Update 
Management System (SUMS)

•Systematic control and compliance with 
government guidelines

•Establish Software identification 
management

•Documentation of the hardware and 
software versions relevant for a vehicle 
type

• Identification of the software relevance for 
type approval including the 
dependencies from software updates

•Assessment whether a software update 
(SU) affects type approval and security 
of vehicle

•Transparent information for vehicle 
owner about software updates

https://unece.org/sites/default/files/2021-03/R156e.pdf

https://unece.org/sites/default/files/2021-10/GRE-85-36e.pdf

https://unece.org/sites/default/files/2021-06/GRPE-83-27.pdf

https://conti-engineering.com/unece-vehicle-regulation-for-cyber-security-software-updates/
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Global Standards on ICT-enabled systems, 
applications and services deployed across all 
sectors of industry and society

•900+ member organizations are drawn from over 60 
countries and five continents.

•ETSI EN 303 645:

•Standard ‘Cyber Security for Consumer Internet of 
Things: Baseline Requirements’ is intended to 
prepare consumer IoT devices to withstand common 
cybersecurity threats

•ETSI TS 103 701

• ‘Cyber Security for Consumer Internet of Things: 
Conformance Assessment of Baseline 
Requirements

Independent, non-governmental international 
organization specialised in Technology and 
Manufacturing (two top sectors in 2021 were ICT, 
Transport)

•Membership of 167 national standards bodies.

•ISO  PAS 5112:2022

•Guidelines for auditing cybersecurity engineering

•managing an audit programme for a cybersecurity 
management system (CSMS);

•conducting organizational CSMS audits;

•competencies of CSMS auditors; and

•providing evidence during CSMS audits.

Association of International Society for 
Automotive Engineers which develops 
cconsensus standards.

•a global association of more than 200,000 engineers 
and related technical experts in the aerospace, 
automotive and commercial-vehicle industries.  Present 
in 86 countries as well as all 50 U.S. states. 

•SAE J3101

•Standardises Protected Security for Ground 
Vehicles

•hardware root of trust and the hardware-based 
security primitives are fundamentally necessary to 
satisfy demands of connected and highly or fully 
automated vehicles. 

•Provides a view of security mechanisms supported in 
hardware for automotive use cases, along with best 
practices for using such mechanism

Standarisation Bodies from Different Ecosystems

https://www.iso.org/members.html
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https://sc.pages05.net/lp/22466/800491/iot-automotive-cybersecurity-challenges_0.pdf

https://upstream.auto/reports/h1-2023-automotive-cyber-trend-report/
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Support of 
Multiple 
Security 
Services

Updatability of 
services over 

time

Supporting 
Multi-tenant 

security 
services, which 

protect IP 
between 

different service 
providers and 
new service 
development 

overtime

Portability of 
services for 

common 
requirements

Increased 
rigour in 

identification of 
security issues 
from combined 

industry 
expertise in 

development of 
specifications

Easy 
Integration into 

existing 
ecosystems 
with strong 

track record in 
authentication
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https://exactitudeconsultancy.com/reports/987/automotive-e-e-architecture-market/
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Digital Car 
Key

Electrical 
Vehicle 

Charging

All eUICCs
(embedded 

Sims)

Key 
Management

Digital Rights 
Management / 

Media for Advanced 
Infotainment

Protecting High 
Value Assets such 

as ADAS

Key and Certificate 
management

Personal Data and 
Biometric

Secure Element
OVER 192 Million Connected Cars in 2023

Trusted Execution Environment
In Over 100 Million Vehicles as of 2023* 

192 Million Connected Cars in 2023 by Juniper Research 

https://www.juniperresearch.com/press/connected-vehicles-to-surpass-367-million-

globally#:~:text=Hampshire%2C%20UK%20–

%209th%20January%202023,from%20192%20million%20in%202023. 

*Confidential Source on Market Presence
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• A secure enclave protected against 

physical and software attack

• Runs an embedded JavaCard OS 

providing standard APIs and 

functions

• Commonly used in SIM cards, 

Passports, Bank Card and embedded 

applications

• Supports multiple independent 

applications (containers)
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Set of security objectives and 
requirements for a category of 
products

• Independent from any specific 
implementation

• Reusable

• Enables the development of 
functional standards

• Helps in defining the security 
specification of a product

A set of security requirements 
which are useful and efficient to 
satisfy identified objectives

Products will be tested to 
ensure they meet these 
requirements

Evaluated by an accredited 
Common Criteria (CC) lab

• The lab checks that the 
Protection Profile is 
consistent, i.e. requirements 
match the objectives, 
objectives are consistent with 
products and usage

GlobalPlatform Protection 
profile accessible from  
http://www.globalplatform.org/s
pecificationsdevice.asp

GP Protection Profiles

GP Sets

Security Objectives

GP Defines 

Implementation

Requirements

Accredited Lab 

Evaluates Profile

Protection Profile is 

Published

The protection profile can then be used by 

3rd party labs to validate a product meets 

the agreed security level

SESIP
Common

Criteria

http://www.globalplatform.org/specificationsdevice.asp
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GlobalPlatform 

SE PP

Security IC Platform BSI-CC-

PP-0084-2014

Applications

Java Card Protection Profile 

Open Configuration

support any type of SE deployment from ID card to embedded Se



Page 20

By extending the Java 
Card PP [PP0099], the 
core SE PP defines the:

Security problem

Objectives and

Requirements for SEs.

SE PP is a standardized 
description for the 

evaluation:

The assets

The threats

The security objectives

The security requirements) of 
all the Card Content 

Management.

Additionally, four PP 
Modules are defined to 

cover:

Confidential Card Content 
Management [Amd A]

Contactless Services [Amd C]

Executable Load File Upgrade 
[Amd H]

Secure Element Management 
Service [Amd I]
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Inside GlobalPlatform

Nov

June

Sept

Oct

Nov

2022

2023

2023

2023

2023
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Beijing

Hamburg
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Trusted Environments & 

Services Committee

Whitepapers

Specifications
Protection

Profiles
S

e
c
u
ri
ty

 

T
a
s
k
 F

o
rc

e

R
e
g
io

n
a
l 

T
a
s
k
 F

o
rc

e
s



Page 23

GlobalPlatform 
Automotive 
Activities:
First Year

Launched First Work Items

• Standards Alignment:

• SAE International Hardware Protected Security Mapping J3101

• Autosar Coordination

• Guidelines on Trust Anchors

• Security and Trust in Automotive Systems

Prioritised 6 
lowest 

hanging fruit

22 Use Cases 
GlobalPlatform 

Relevant

35 Use 
Cases 

Reviewed
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https://globalplatform.org/resource-publication/cybersecurity-in-automotive-v1-0/
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Mapping of 
GlobalPlatform 
Specifications 
to Automotive 
Standards

• SAE

• AUTOSAR

Fostering 
Certification for 
Automotive

• Best Practice 
Artefacts

• SESIP

Defining 
Outstanding 
Requirements

• Specified Trusted 
Service 
Domains?

Developing 
GlobalPlatform 
Automotive 
Configuration

• Secure Element 

• MCU

• Testing Suites?

Extending 
Regional 

Relevance

Extending 
Technical 

Alignments
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Relevant Automotive Industry Organisations

....
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ISO /SAE 
21434

SAE J3101 
Hardware 
Protected 
Security 

Environments

Cybersecurity 
Vehicle 
Management

• Compliance with 
UNECE 155

• Demonstration of 
Best Practices

Process Product Compliance
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IPR Protection

Satisfying the requirements of the IP 
protection use case requires 
implementation of the base 
confidentiality profile (7.1). 

Secure Diagnosis at 
the ECU Level

Implementation of the secure ECU 
diagnostics use case requires 
implementation of the following 
profiles:

•Base Confidentiality (7.1):

•Base Integrity (7.2):

•Access Control (7.4):

Additionally, the following profiles 
should be considered depending on the 
system implementation:

•Base Availability (7.3):

•Assurance Level (7.7):

Secure Logging

To satisfy the minimum, fundamental 
secure logging requirements of 
authentication and non-repudiation, 
three profiles are required:

•Base Confidentiality (7.1)

•Base Integrity (7.2)

•Non-Repudiation (7.5)

To satisfy additional security objectives 
which could be specified for certain 
usages of secure logging, the following 
additional profiles may be required and 
should be considered based on the 
context provided above:

•Base Availability Profile (7.3)

•High Assurance Level Profile (7.7)
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65% Met by TEE / SE Platform

Evaluated using Common Criteria (CC) Protection Profile

32% can be met by a Trusted 

Application / Applet running on TEE/SE

Propose a new SESIP Protection Profile

3

%

Automotive

Profile

Mapping J3101 requirements to standard technology, makes it 

easier for automaker to meet requirements, and ultimately pass 

type approval
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J3101 
– TEE/SE 
Analysis

“Meeting 
J3101 using 

GP”

APIs  & 
Profiles

First few steps are 

clear

Will enable vendors to 

build J3101 compliant 

solutions

Eventually [we] may 

define a successor to 

SHE++/HSM/EVITA?

Meet Industry desire 

for standardize policy 

management for key 

usage
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General Purpose 

Compute

Containerized

Platform

Containerized Functions
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General Purpose 

Compute

Safety

Critical

Areas

Special Purpose

Embedded

MCU

GPU/AI

AI/ML

Compute

SAE 

J3101

Key

Store

Digital Car Key

General Purpose Security (KeyStore…)

IVI Applications (DRM, Payment…)

V2X Trusted Applications (Comms…)

Government Regulation (Audit, SBOM..)

Mobility as a Service (….)

Multi-Tenant 

Secured 

Services

Security

Containerized

Platform

Containerized

Platform

Containerized Functions
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Original Connected Car 
Use Cases

•Infotainment & Media 
Protection (DRM)

•Navigation

•Telematics

•Digital Car Key

Current Use Cases

•License-based feature 
activation

•Driver Assistance

•Secure analytics for:

•Predictive maintenance

•Fleet management

•Insurance

•Vehicle and History

•Electrical Vehicle (EV) 
Charging

•In Vehicle Payment

Software Defined 
Vehicle Use Cases

•Driver Authentication

•Personal Data, Privacy and 
Biometrics

•Securing Over-the-Air 
Software Updates, including:

•New functionality 
deployment, such as Post 
Quantum Crypto

•Protecting High Value Assets, 
e.g. ADAS Software IP

Future Use Cases

•New business models

•Mobility as a service

•Function as a Service

•Data as a Service

•Securing Communication 
within vehicle and V2X

•Maintaining Trust with:

•Right-to-Repair

•Controlling diagnostic/config 
access.
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Transparency on Security 
Approaches

Standards discussed, debated (vs. security by 
obscurity)

Regional requirements are addressed

Evidence of Compliance

Security Certification

• Measured and proven compliance to security target level

• Comparability of services across vendors in terms of target of 
evaluation and vulnerability analysis

Functional Compliance

• Demonstratable compliance for portability of common 
services 

• For Exact Scope of Evaluation and for specific parameters 

Evidence for due diligence and best practice 
adoption

Timely, Effective 
Cybersecurity Responses

Community Analysis of Threats and 
Responses

Transparency of coordinated responses for 
solutions required for multiple OEM clients

Evolution in platform protection in response to 
trends in attacks and threats
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Lower cost of mass market 
produced solutions

Better value for money as organization 
can focus engineering on differentiators 
and less on aspects that do not provide 

competitive advantage

The "costs" of common features is 
depreciated across the community

Leveraging common set of requirements 
WHILE incorporating greater 

sophistication on cybersecurity solutions 
than in the past

More Vendor Options

Reducing vendor lock-in given portability 
of services

Increased second source options

Simplified ECU 
development

Reduction of Integration Costs

Faster development of new ECU 
generations, given the increase in 

portability of common services (i.e. for 
non-differentiator services)

Robust Ecosystem

Multiple Skilled Stakeholders to support 
service developments

International Coverage of Multiple 
markets
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GlobalPlatform 
Automotive 

Configuration

SAE

• Alignment with Society of 
Automobile Society of 
Engineers on Hardware 
Protected Security 
Environments (J3101)

AUTOSAR

• Compatibility with 
AUTOSAR platforms

• Demonstration of Best 
Practices around Hardware 
Protected Security 
Environment

Extending Regional 
Relevance

• Japan

• JasPar?

• J-Auto-ISAC

• China

• CVIV

• China SAE

Extending Technical 
Alignments

• PSA

• AVCC

• RISC V

• CCC
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Forum open to Auto 

Industry for broad 

discussions on 

cybersecurity needs

All-Member group 

focused on white papers 

and alignment with other 

standards

Automotive

Task Force

Trusted Environment and 

Services

API Standards

Protection Profiles 

Standard Service APIs

SESIP

Committee

Security Certification

Vendors

Evaluation 

Labs

Ecosystem

Open 

Source

Other Task Forces
(Japan, Security,…)

Industry Bodies

Ecosystem

Secure Element

API Standards

Protection Profiles
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Cybersecurity Vehicle 
Forum

• 70-100 average participants

• Majority of non-GlobalPlatform 
participants

Members of Automotive 
Task Force

• 121 Individuals

• 49 Companies

• 63 documents submitted
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Follow GlobalPlatform 
Specifications

Become a 
GlobalPlatform 

Member: Optimise
your roadmap

Contribute on 
Development 
of Automotive 
Specifications 

within GP

• Working on 
Identified Topics

• Identifying New 
Topics

automotive@globalplatform.org

mailto:automotive@globalplatform.org
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http://www.globalplatform.org/

