Securing Internet of Medical Things (loMT) with Java Card Technology
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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information purposes only,
and may not be incorporated into any contract. It is not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing decisions. The development, release,

timing, and pricing of any features or functionality described for Oracle’s products may change and remains at the
sole discretion of Oracle Corporation.
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Internet of Medical Things (IoMT)

4 Hospital / Clinic )
A
=
N\ ,
4 Community )
KX
\_ W,

Copyright © 2023, Oracle and/or its affiliates

O
\

Home

N
A M

Wearables

i

=

O

L — |




7

Patient

~
engagement ? u
-------- D Care team

communications

‘e

Remote o b
monitoring - Waveform
m management

Y
.

. : { Nurse call
Digital unit : i
whiteboard -~ ’ Integration

m m Image capture

)

Location Ig-l
awareness ) Clinic Hospital Home
Closed loop meds
y dispensing
Patient flow » r
\ " Mobile vitals
e \‘% collection
center - A N+
\ -
Infusion
Lab device Digital management
integration Igltal room

signage




AIRSTRIP XI;E *ovsmex GE Healthcare Baxter & BD @ CareFusion

<0> CENTRAK COmKX @COPAN

[ covoen  criticalalert  $SACCELERATE
nrager Earlybense ‘]\\ ERESENIUS § FUKUDA DENSHI USA, INC. B ‘ BRAUN getwel Iij\-’network@
ABI

IDFAL o
tcunedical w ‘ WuneT
HAEMONETICS@ nnnnnnnnnnnnn .‘
\
'

= Livongo’
, M ) ,, mindray
MAQUET \' ASlMO Medtronic CareAware BIO 8 FIRE
GETINGE GROUP \ w
g VALI DATED WestCal o
CIMortara - P NIHON KOHDEN nedies ) Polycom
— ﬁr{::glt‘etclr::oigjo life U e m m |
W @ seca L -
RICOH SIZEWISE  frsQnitor  Soterar
stryker
‘ SpaCELgEs spectralink$ STANLEY TALYST vocen I Welcl\A]lyl'F
Healthcare )

Over 50 validated members



Application Services
(consumer)

non-Millennium

, Millennium

Device Connectivity
(producer)

CCM HL7Z/HTTP
Bus Host

|

K°
-— infusion
pumps
.

CCM
Bus Host

TCP/IP

CCM
Bus Host

= Med
Dispensing
Cabinets

Connectivity g¥S:}
Engine
(CCM)

39 Ventilators

Driver Library

i

Vitals
Monitor

Bi-Directional



Importance of Securing Medical Devices
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Java Card Platform
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Java Card Platform

Reference runtime for Secure Elements
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are issued every year

- o‘ﬁ‘m
-

(= ID and access cards

Payment card ,

8B

SIM card .
smart-city
.I.. *
’x. smart-metering . ®

*, Home automation

' Identification a
connectivity, mobile payment,

e-ticket, wearables, smart-key... connected cars




' Ry o 4 4 £ Y
A . - - J e : -
_ R
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loMT - Internet of Medical Things

Use Java Card Platform in SE to secure the healthcare data

Dec 2022 - FDA authorized to regulate
new medical device submissions to
ensure security testing and controls

$543 billion - The expected size of
the medical loT devices market in
2025

«Consumer Health ‘

It's concerning that 57% of
healthcare security professionals
don’t fully understand the risks
associated with unmanaged and
loT devices, according to Armis
report on loT security.

There’s even a lack of
understanding of what counts as
Internet of Things in healthcare:

» 48% think that MRIs, X-ray, and
ultrasound machines that connect
to the network don’t count as loT
technology.

» 41% think that biomedical devices
(infusion pumps, ventilators, crash
carts) that use Wi-Fi or Bluetooth
dont count as loT-enabled
devices.

«Personnel Mng.
-Patient Flow Mng.
-Inventory Mng.

«Environ. & Energy

-Point-of-Care Devices J
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«PERS - Personal

Wearables Emergency Response
«Clinical-grade Systems

Wearables (US FDA +RPM - Remote Patient
approved) Monitoring

elehealth virtual visits

In-Home
Segment

In-Hospital /

Community

In-Clinic Segment -

Segment

«Mobility Services

«Emergency Response
Intelligence

Monitoring

_ L %
Sources:

https://www.armis.com/analyst-reports/state-of-enterprise-iot-security-a-spotlight-on-healthcare/

https://www.armis.com/blog/chapter-1-how-to-innovate-in-healthcare-with-iomt-devices-without-exposing-the-expanding-cyber-attack-surface/

https://www.grandviewresearch.com/press-release/global-iot-in-healthcare-market
https://www.marketsandmarkets.com/Market-Reports /iot-healthcare-market-160082804.html



https://www.armis.com/analyst-reports/state-of-enterprise-iot-security-a-spotlight-on-healthcare/
https://www.armis.com/analyst-reports/state-of-enterprise-iot-security-a-spotlight-on-healthcare/
https://www.armis.com/blog/chapter-1-how-to-innovate-in-healthcare-with-iomt-devices-without-exposing-the-expanding-cyber-attack-surface/
https://www.grandviewresearch.com/press-release/global-iot-in-healthcare-market
https://www.armis.com/blog/chapter-1-how-to-innovate-in-healthcare-with-iomt-devices-without-exposing-the-expanding-cyber-attack-surface/
https://www.grandviewresearch.com/press-release/global-iot-in-healthcare-market
https://www.marketsandmarkets.com/Market-Reports/iot-healthcare-market-160082804.html

Oracle CareAware iBus Bedside & In-Home Medical Device Integration
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Use Case - In Hospital /Clinic Monitoring — Optional JC

Communications Protocols

HTTPs, MQTTs, gRPC, IMS ...
- e.g. Authentication token(s)

with payload

Bedside Medical Device Integration

Java Card Applet

infusion
pumps

public class IoMTApp extends Applet
{

short len = ECCUtils.sign(...);
apdu. setOutgoingAndSend(
IS07816.0FFSET_CDATA,

[

header {
"typ": "JIWT"
"alg": "HS256”
}
payload {

"iss" : "O@-AECA”

Doc with (short) len); "exp" : ".",
Secure "aud" : "oracle/iot/oauth2/token"
Element - & for (byte i = 0; i < len; i++) ¥
‘ ignat -
Java Card ] SIEEEIRS 4 o

Oracle Cloud
Cerner
Careware

12C/I13C/SPI/...
or Wireless — e.g. NFC

APDU - APIJJ.J.\.CI\.J.UII FIroctocol IJata UnitS

IoT GW/CE Client épplication
try (CEngine gateway = client.connect()) {

APDU Command
CLA, INS, P1, P2, LC, .., LE

HL7Proto netHL7 = gateway.getProtocol(); APDU Response

., SW1, SW2
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Use-case Remote patient monitoring

Heart-rate, Electrocardiogram (ECG), (non-invasive) Blood Glucose, Pressure, Oxygen & Temperature Monitoring

Remote patient monitoring is the most common application of loT
devices for healthcare. IoT devices can automatically collect health
metrics like heart rate, blood pressure, temperature, and more
(Electrocardiogram (ECG), Glucose, Blood pressure, Blood Oxygen)
from patients who are not physically present in a healthcare facility,
eliminating the need for patients to travel to the providers, or for
patients to collect it themselves.

Today, a variety of small IoT devices are available for Heart-rate, Electrocardiogram (ECG), (non-invasive) Blood
Glucose, Pressure, Oxygen & Temperature Monitoring, freeing patients to move around as they like while
ensuring that their hearts are monitored continuously. Guaranteeing ultra-accurate results remains
somewhat of a challenge, but most modern devices can deliver accuracy rates of about 90 percent or
better.

A major challenge with remote patient monitoring devices is ensuring that the highly personal data that
these loT devices collect is SECURE and PRIVATE.

17 Copyright © 2023, Oracle and/or its affiliates a




Use-case Parkinson’s disease monitoring

Parkinson’s Neuro Tech loT Device Monitoring

Parkinson’s disease is the second most common
neurodegenerative disease and a major cause of disability
worldwide. Treatment is currently based on subjective
questionaries and rare patient doctor interactions.

In order to treat Parkinson’s patients most effectively,
healthcare providers must be able to assess how the
severity of their symptoms (Tremor, Bradykinesia — lack of
dopamine in the brain, Postural Instability, Gait
Disturbance, Dyskinesia) fluctuate through the day.

loT sensors promise to make this task much easier by : . . s
continuously collecting data about Parkinson’s symptomes. [D)ﬂﬁ E?ééordlng

At the same time, the devices give patients the freedom to
go about their lives in their own homes, instead of having
to spend extended periods in a hospital for observation.

Accuracy, Anonymity and Confidentiality of the
collected data is very important.

18 Copyright © 2023, Oracle and/or its affiliates



Use-case Depression and mood monitoring

“Mood-aware” lIoT devices

Kiosk recommendations Smartphones that react to Cars that sense emotion
based on your reaction your mood and engage people in it

“Mood-aware” loT devices collecting
and analyzing data such as heart rate,
face motions and blood pressure,
they can infer information about a
patient’'s mood state. Advanced loT
devices for mood monitoring can
even track data such as the

movement of a patient’s eyes. Games that respond to Social robots with empathy Remote healthcare monitors
players emotional state

19 Copyright © 2023, Oracle and/or its affiliates
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Asthma or Chronic Obstructive Pulmonary Disease (COPD) monitoring

Smart Connected Inhalers

Conditions such as asthma or Chronic Obstructive
Pulmonary Disease (COPD) often involve attacks
that come on suddenly, with little warning. loT-
connected inhalers can help patients by
monitoring the frequency of attacks, as well as
collecting data from the environment to help
healthcare providers understand what triggered an
attack.

In addition, connected inhalers can alert patients
when they leave inhalers at home, placing them at
risk of suffering an attack without their inhaler
present, or when they use the inhaler improperly.

Security of the collected data is very important.

20  Copyright © 2023, Oracle and/or its affiliates
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Use case of Collecting data from inside the human body

Smart Ingestible sensors \ — .
Ingestible-Micro-Bio-Electronic-Device (IMBED) —

T Outer Silicone Coating

Communication Coils

@ The patch transmits the data
A tiny silicon sensor the using a Bluetooth-enabled device

size of a grain of sand is

embedded in the pill Printed Circuits and
Electronic Components ~3
> 4l | Temperature
on Ceramic Substrates : Sensing Crystal

Smart pill

Silver Oxide
Battery

— » Appenan

The sensor is activated by : g 5
®slomach acid and sends a Pill Taken

signal to the patch

(@ Patient ingests pill with the
sensor. The swallowed pill
dissolves in stomach acid
and exposes the sensor

Collecting data from inside the human body is typically
disruptive and difficult for the patients. Camera or probe
stuck into the patient digestive tract is disturbing.

With ingestible sensors, it’'s possible to collect information
® The mobile phone automatically  from digestive and other systems in a much less invasive

sends a message to doctor or

family member way. They provide insights into stomach PH levels, for

LENS

VIDEO CHIP
; DATA ANTENNA
| -

I

S e SYSTEM CHIP.

i

D

21

instance, or help pinpoint the source of internal bleeding.

The idea of putting tiny microchips and cameras into the
human body might make some consumers uncomfortable.
There’s no doubt that numerous scientific, legal and ethical
questions will be raised in the next few years. The jury’s still
out as questions about privacy, data sharing and side

effects continue to be raised. E




Security Standardization for the Healthcare Sector

Healthcare and Public Health Sector Coordinating Council (HSCC) Joint Security Plan (JSP)

Design Input Requirements for Security Customer Complaint

System Requirements Vulnerability
System Hardening Standards Scanning Vulnerability Management
Verification Validation Patch Management

Code Analysis Security Testing
Penetration Testing

Product Security Software Requirements
Risk Assessment Secure Coding Standards
Incident Management

i : Incident Response
Customer Security Requirements

End of Life/End of support
Patch Management Requirements Decommissioning

v
> Customer Security Documentation
Design Control Complaint Handling

Risk Management

Product Security Framework

HSCC JSP: https://healthsectorcouncil.org/wp-content/uploads/2021/11/HSCC-MEDTECH-JSP-v1.pdf é) lava
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https://healthsectorcouncil.org/wp-content/uploads/2021/11/HSCC-MEDTECH-JSP-v1.pdf

Security Standardization for the Healthcare Sector

Healthcare and Public Health Sector Coordinating Council (HSCC) Joint Security Plan (JSP)

SOURCE ANALYSIS
— Attack Vector gggSRE
Vulne.rab.lllty - Attack Complexity "
Monitoring r- — - Sensitive
) Privileges Required 0.0 Information
Requirements Gap | | User Interaction and Data
Analysis i Confidentiality g; Critical Aule
internal/External | - — integity R | [
Security Audit i Availability - 6; Purpose Analysis
vuinerabiity | -~ [ Timing Harard
Scanning : Exploit Code Maturity 8.9 Analysis
. :
Static Code : Temporal Remediation Level A"jl'arget
. ===
Analysis | Report Confidence 9 vers.a ry
[ 10 Guardian
Customer Incident | Confidentiality Req
Environmental Integrity Req

Availability Req

Risk Assessment Sources
HSCC JSP: https://healthsectorcouncil.org/wp-content/uploads/2021/11/HSCC-MEDTECH-JSP-v1.pdf
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Security Standardization for the Healthcare Sector

Healthcare and Public Health Sector Coordinating Council (HSCC) Joint Security Plan (JSP)

ISO 14971 TERMS AND RELATIONS QUALITY EXAMPLE SECURITY EXAMPLE

CONFIDENTIALITY INTEGRITY AVAILABILITY
CWE-400

CWE-354 Improper Uncontrolled
Integrity Check Resource

Consumption

CWE-311 Missing
Encryption of
Sensitive Data

Electromagnetic
energy line voltage

Hazard

Sequence Isolation of power CAPEC-158 Sniffing F|CAPEC-137 Parameter} CAPEC-486 UDP Flood
of Events cable damaged Network Traffic injection Denial of Service

Hazardous Person touches powerfl Data disclosed to Data altered for Data and system not
Situation cable unauthorized person therapy available for therapy

Al JUSLUSSISSY YSiy

Damage to health Damage to privacy Damage to health Damage to property

)
o
=

S
()

Severity of the Probability of
Harm Occurrence of Harm

Harm: Physical injury and damage to health of
people or damage to property or the +Common Vulnerabilities and Exposures
environment.

HSCC JSP: https://healthsectorcouncil.or, - uploads/2021/11/HSCC-MEDTECH-JSP-v1.pdf

+Common Vulnerability Scoring System
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Security Standardization for the Healthcare Sector
Health Level 7 (HL7) Fast Healthcare Interoperability Resources (FHIR)

Fast Healthcare Interoperability Resources (FHIR) is not a security protocol, nor does it define any security related functionality.
However, FHIR does define exchange protocols and content models that need to be used with various security protocols defined
elsewhere. This section gathers all information about security in one section. A summary:

5. Audit

1. Ttme Keeping

3. Authentication

8. Labels

7. Attachments

6. Digital Stgnatures

1. Time Keepm Q=

9 Data /\/\anagement Policies, 8, Label

8. Labels
5nm’§gegvlgt 5 A U dl t o s

tachments

=0, Narrattve

Copyright © 2023, Oracle and/or its affiliates HL7 FHIR: https://hl7.org/fhir/documentation.html
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Securing Internet of Medical Things (loMT) with Java Card
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Addressing evolving security requirements
A comprehensive set of API for security services

ri becurity assets

Key generation and key storage API

to securely store and use symmetric or

asymmetric keys

and easily configure the key generation 3.1

PIN code API
for secure handling of PIN codes

Biometry API
to securely enroll and verify biometric templates

Certificate API
to optimize storage and certificate parsing 3.1

Copyright © 2023, Oracle and/or its affiliates

< Cryptography

i

Digital Signature API

to sign and verify using DES, AES, DSA,

RSA, HMAC, ECDSA, Additional ISO9796 digital
signature with message recovery paddings,
EdDSA...

Encryption/Decryption API

to encrypt or decrypt using DES, AES...

with ECB,CBC,CFB, CTR, XTS modes,
Authenticated Encryption AEAD GCM, CCM,
Configure RSA-OAEP cipher scheme, ...

Digest API
to create a hash of data using SHA1, SHA256,
SHA3, SM3, RIPEMD160, ...

Random numbers API
true random (TRNG) or deterministic (DRBG)

Big Numbers API
to perform operations on big integers.

3.1

3.2

3.1

3.2

0]
0]
01110

!
¢
C

11081110
101
b11

Key Agreement API
to perform Diffie-Hellman key exchange
(including ECDH with curves X25519, X448)

ecurity Protocols

Key Derivation Functions API
to derive keys (X9.63, NIST SP800-108,
HKDF, IEEE1363, TLS1.1, TLS1.2, ...)

Monotonic Counter API
for anti-replay functions

Security assertions API
for control-flow integrity

TLS1.3 and DTLS1.3 key schedule

$ Javar

< " oORACLE

O
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3.1

3.1

3.2




Java Card key features for l1oT/loMT

Programmable

Secure Runtime Portable Manageable

To develop new To deploy and operate To deploy new services,
applications and services on multiple update or upgrade code
securely run themin a hardware platforms, and ensure up-to-date
secure element from different vendors, security
at lower cost

Copyright © 2023, Oracle and/or its affiliates

Extensible

To extend the platform
or upgrade services to
remain compliant with
fast evolving security
requirements




More Information

https://www.oracle.com/java/java-card/

Java Card Platform Specification 3.2
Latest release of the Java Card specification and the reference for Java Card products.

Java Card Development Kit Tools
The Java Card Development Kit Tools are used to convert and verify Java Card applications.

Java Card Development Kit Simulator
The Java Card Development Kit Simulator includes a simulation component and Eclipse plug-in.

Java Card loT and Security blog

This Blog covers the latest Java technology for small devices and security in the loT, Mobile, ID and Payment.

contact: https://www.oracle.com/java/contact-form.html

Copyright © 2023, Oracle and/or its affiliates

Combined with the Java Card Development Kit Tools, it provides a complete, stand-alone development environment.
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https://docs.oracle.com/en/java/javacard/3.2/
https://blogs.oracle.com/javaiot/
https://blogs.oracle.com/
https://blogs.oracle.com/javaiot/
https://www.oracle.com/java/contact-form.html
https://www.oracle.com/java/java-card/
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