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Types of CryptoWallets:
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• Warm Wallets:

 - Hybrid approach that combines features of hot and cold wallets.
 - Typically connected to the internet intermittently for transaction processing.
 - Suitable for medium-term holdings or occasional transactions.
 - Keys typically reside within the smartphone or desktop file system
 - Offer more convenience than cold wallets but increased exposure to online threats.

• Cold Wallets:
 - Fully offline wallets, designed for long-term storage of assets.
 - Immune to remote cyberattacks like hacking or phishing.
 - Require manual effort to access keys for transactions, sacrificing convenience.
 - Considered the most secure option for large holdings.



Warm Wallets :  Large Attack Surface
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Cold Wallets :  Small  Attack Surface
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Cold Cryptowallet :  Why secure? 
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Certif ications for Trusted Security
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• Foundation of Trust:
• Trust is the cornerstone of any crypto wallet, ensuring users’ confidence in the safety of their assets and private keys.
• A trusted wallet must prevent unauthorized access, ensure transaction authenticity, and protect against compromise.

• JavaCard Platform Certifications:
• Common Criteria (CC) EAL5+ and EAL6+: Validates the platform's tamper resistance and secure key management.
• FIPS 140-3: Ensures compliance with cryptographic module security standards.
• EMVCo Certification: Proven capability to host payment applets alongside cryptographic functions, expanding wallet 

versatility.

• Support for Modern Cryptographic Algorithms:
• JavaCard supports advanced cryptography for blockchain operations, including:

• ECDSA (curves secp256k1, curve 25519,  NIST curves) for efficient and secure key generation and transaction signing.
• EdDSA (curve ED25519)
• Secure RNG and HMAC

• Audited and Certified Security:
• JavaCard undergone rigorous independent evaluations, ensuring users and businesses can rely on its security and compliance.

•Trust Through Proven Performance:
• With a 20+ year history in securing SIM cards, payment systems, ePassports and EMVCo solutions JavaCard is a time-tested 

platform for building trustworthy crypto wallets.

 



GlobalPlatform Runtime
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• Benefits:
 - Secure executable content and apps lifecycle management.
 - Key separation and secure key usage.
 - Interoperability with international standards
 - In-field applet updates via Amendment H.
• Secure Channels:
 - SCP-02, SCP-03, SCP-11b, …
• CVM: Biometric and PIN authentication methods.



Javacard in EU Digital  ID Wallet

8

• Open Standards & Interoperability

• Certification Advantages

• GlobalPlatform Integration

• Multi-applet Management

• Trusted by Governments & Industry Sectors

• Vendor Independence and Cost Efficiency

  



Biometric  Authentication
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• Enhanced Security

• Convenience for Users

• Multi-Factor Authentication

• Tamper-Resistant Processing

• Reduced Risk of Credential Theft

• Trusted Integration with GlobalPlatform CVM



Multi -Applet Environments 
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•  Secure Coexistence of Applets

• Efficient Use of Resources

• Interoperability Across Use Cases

• Dynamic Applet Management

•  Simplified User Experience

• Enhanced Security Across Applications

• Use Case Synergy



Addressing CryptoWallet  Chal lenges
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• Protecting Private Keys

• Countering Malware and Phishing

• Resisting Side-Channel and Physical Attacks

• Ensuring Software Integrity

• Supporting Interoperability Across Ecosystems

• Dynamic and Scalable Lifecycle Management

• Minimizing Human Errors

 

 



Key Takeaways
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• Proven security across finance, government, and telecom.

• Meets global standards for wallet certification.

• Tamper-proof form factors with biometric smartcards

• Multi-factor authentication

• Support for crypto algorithms with extended Java packages

• Secure key storage and robust wallet recovery

  

 

 



Javacard Cold Cryptowallet :  E2E
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Conclusion and Q&A
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• Thank you for attending!

• Start Questions …
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