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Digital

Cash

• What is it?

• How is it designed?

• How to make it secure?

• Who is issuing it?



What is digital cash?

1. … stored in digital wallets

2. … offline-capable

3. … fungible

4. … privacy-preserving

5. … peer-to-peer transactable

6. … tamper-resistant



Central Bank Digital Currency

CBDCBanknotes Bank deposits 

and e-money

Issued by the 

central bank

Digital money



The move towards CBDC is gaining momentum

91%
of central banks 

worldwide are actively  

engaged in CBDC work 

CBDCs progressed in tandem with regulations

for stablecoins and other cryptoassets

are experimenting and/or 

running pilots67%

89% of adv. economies work on 

both retail & wholesale

Source: Bank for International Settlements, 2024-25

https://www.bis.org/publ/bppdf/bispap159.pdf


“pilot exercise could start in 

2027 and the Eurosystem 

should be ready for a 

potential first issuance … 

during 2029”



https://www.riksbank.se/en-gb/press-and-

published/notices-and-press-releases/press-

releases/2025/offline-card-payments-should-be-

possible-no-later-than-1-july-2026/ 

https://www.riksbank.se/en-gb/press-and-published/notices-and-press-releases/press-releases/2025/offline-card-payments-should-be-possible-no-later-than-1-july-2026/
https://www.riksbank.se/en-gb/press-and-published/notices-and-press-releases/press-releases/2025/offline-card-payments-should-be-possible-no-later-than-1-july-2026/
https://www.riksbank.se/en-gb/press-and-published/notices-and-press-releases/press-releases/2025/offline-card-payments-should-be-possible-no-later-than-1-july-2026/
https://www.riksbank.se/en-gb/press-and-published/notices-and-press-releases/press-releases/2025/offline-card-payments-should-be-possible-no-later-than-1-july-2026/


https://paytm.com/blog/payments/upi/upi-lite-x/ 

https://paytm.com/blog/payments/upi/upi-lite-x/


Technical design of digital cash



Modelling digital cash after physical cash

Feel of paper

Watermark

Hologram

Private/public 

keypair



Wallet form factors



Security aspects





No hardware can 

guarantee 100% 

security.

It is difficult to 

ringfence fraud in 

an account-based 

system.



Strong hardware 

security

Secure payment 

protocols & channels

Issuer as the final 

authority



Public Key Infrastructure is instrumental

● there are many entities that require authentication:

● issuer/central bank

● intermediaries/banks

● user wallets

● merchants

● card manufacturers

● OEMs

● …

● authenticates communication and application layer

https://arxiv.org/abs/2412.04051 

https://arxiv.org/abs/2412.04051




(PQC) migration

● digital cash is by definition offline

● what happens if a wallet is offline for a 

long time?



→ wallets and tokens may need to evolve separately





Digital cash issuance & lifecycle





CC-BY-SA 4.0, Hohenzollernsche Lande, Wikimedia Commons





Token lifecycle (ISO/DIS 13133)

Issued Redeemed

Distributed

Stored Stored Accepted

Issue Redeem

Transfer Pay/Refund

Fund/Withdraw Aggregate





Conclusion





Questions?

Answers!

Lars Hupel
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